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A Novel Spatial-Aware Fast Traffic Vulnerable Areas
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Abstract—With the increase in urban traffic congestion, the
problem of identifying vulnerable areas of road networks has
attracted wide attention. Existing studies have mainly used me-
diated centrality methods or algorithms based on link analysis
to find critical and vulnerable nodes in road network systems
through network centrality methods. However, the experimental
results of the mediated centrality approach under large-scale road
network datasets have a certain degree of randomness, while the
link analysis algorithms ignore the structure and interrelationships
among nodes. For this reason, this paper proposes a new method
to quickly identify vulnerable areas of road networks based on
interflow degree and spatial density clustering. The main contri-
bution of this paper is the introduction of a clustering-based road
network density-related area vulnerability indicator AV I aimed
at assessing the level of area vulnerability. The indicator focuses
on the relationship between the road network structure and nodes,
avoiding randomness by considering all intersection nodes. Theo-
retical analysis indicates that the proposed method demonstrates
excellent global stability and achieves a significantly lower time
complexity of O(n2) compared to the traditional Betweenness
Centrality method, which has a time complexity ofO(n5). Through
experimental validation of data from Beijing, London, New York,
and Tokyo, the results show that the proposed method has high
accuracy and reliability in identifying vulnerable areas of the road
network with acceptable time complexity.

Index Terms—Spatial awareness, fast identification, road
network density, vulnerable areas.

I. INTRODUCTION

A S AN important pillar of modern society, the road system
connects cities and villages, people and markets, while

also carrying a variety of functions such as economic devel-
opment, social integration, and emergency relief. The design
and management of the road network not only affect traffic
mobility but are also related to sustainable development and
improving people’s quality of life. However, short-term traffic
congestion is common in the operation of road systems, which
is usually caused by situations such as a high concentration of
motor vehicles, bad weather, emergencies, road construction,
and traffic accidents [1], [2].
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Traffic congestion is not only a common phenomenon in
transportation systems but also a complex socio-economic prob-
lem. Congestion not only increases vehicle travel time and fuel
consumption but also leads to increased air pollution, which
in turn negatively affects the environment and public health.
In addition, frequent traffic congestion can cause a decline in
logistics efficiency and affect the smooth running of economic
activities. For example, in logistics transportation, prolonged
traffic congestion can lead to cargo delays and increase the
operating costs of enterprises. For emergency rescue services,
traffic congestion may delay the arrival time of rescue vehicles,
affecting the effectiveness of emergency rescue and may even
jeopardize lives.

Many news events have shown that during the morning and
evening rush hours on workdays, the probability of traffic con-
gestion is high and even all kinds of traffic accidents (e.g.
rear-end collisions, head-on collisions, side collisions, back-up
collisions, and collisions with stationary objects) often occur [3],
[4].

Some critical areas, once caught in traffic congestion, may
lead to the blockage of access between several areas, causing
great traffic disturbances to residents and travelers. Advanced
road network planning and effective traffic management strate-
gies for these areas can help to alleviate the problem of traffic
congestion [5], so it is especially critical to accurately identify
Vulnerable areas in large-scale road networks that are prone to
traffic congestion.

In the identification of weak nodes in the whole road net-
work system, the existing research methods are mainly network
centrality methods. They are used to measure the importance
of nodes in the road network. Common network centrality
methods include Degree Centrality [6], Closeness Centrality [7],
Betweenness Centrality [8], [9], [10], [11], Eigenvector Central-
ity [12], and PageRank algorithm proposed by Google founders
Larry Page and Sergey Brin [13]. Network centrality methods
are mostly applied by the Betweenness Centrality method and
the link analysis-based approach. The Betweenness Centrality
method can reflect the importance and influence of nodes in
the network. This intermediation metric has been widely used
in several fields, including social network analysis [14] and
the Internet [15] as well as vulnerability studies of subway
networks [16], [17], [18].

Therefore, it is particularly crucial to accurately identify vul-
nerable areas in large-scale road networks that are prone to traffic
congestion. Accurate identification of these vulnerable areas can
help the traffic management department to better understand
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Fig. 1. Examples of neglectful nodes in real scenarios. (a) Yangpu bridge in
shanghai. (b) Cross harbour tunnel in H.K.

the operating characteristics of the traffic system, develop more
scientific and reasonable traffic management strategies, and
improve the operating efficiency of the traffic system. At the
same time, this can also provide an important reference for
urban planning and promote the sustainable development of
urban transportation systems. Through the identification and
management of vulnerable traffic areas, the frequency and
severity of traffic congestion can be effectively reduced, the
safety and comfort of public travel can be enhanced, and the
overall development of the city can be promoted healthily and
harmoniously.

However, mediated centrality methods are mostly studied
with randomly selected OD pairs, and in road network anal-
ysis, randomly selected origin and destination (OD) pairs may
lead to incomplete identification. Taking the Hung Hom Cross
Harbour Tunnel near the Kowloon Peninsula in Hong Kong as
an example, if all OD pairs are limited to area A in Fig. 1(a), the
system may overlook the importance of the Hung Hom Cross
Harbour Tunnel as a key transportation hub. A similar problem
exists with the Yangpu Bridge, which spans the Suzhou Creek
and connects the Huangpu and Yangpu districts in downtown
Shanghai as shown in Fig. 1(b). In this case, the study system
may not be able to fully assess the complexity of the urban
road network and the important transportation connections. As-
suming that a stochastic strategy is not used, the computational
volume of the mediated centrality approach for full traversal
OD pair computation is usually very large, which is especially
obvious in large-scale road networks. In addition, mediated
centrality methods usually employ a single strategy, such as
finding the shortest path or avoiding freeways, to determine
the route from the origin to the destination. However, such
single-strategy path planning methods do not necessarily reflect
the travel decisions of real users with complete accuracy. The
link analysis-based approach, on the other hand, mainly focuses
on linking relationships between nodes in abstract entities and
tends to give higher weights to nodes with a large number of
links, this abstraction of linking relationships is not sufficient
to capture the actual structure of the road network due to the
obvious spatial characteristics of road network data. Therefore,
although the link analysis-based approach performs well in
general networks, its application in road network analysis is
limited.

In view of the above problems, the main contributions of this
paper lie in the following aspects:

� A method for identifying vulnerable areas of road network
based on road interflow degree and spatial density cluster-
ing is proposed. The dataset of road networks downloaded
from OpenStreetMap is selected as the experimental object.
Referring to the concept of redundancy index proposed by
Weiwei Jing et al. [19], this paper proposes the concept
of interflow degree, which considers each intersection in
the road network as an independent area, and the interflow
degree index of each intersection is calculated as a mea-
sure of interflow degree. The clustering is then performed
using the interflow degree, which takes into account the
topology of the entire road network and uses deep traversal
to ensure the connectivity of the clustered areas, avoiding
the problem of incomplete identification brought about by
randomly selected OD pairs.

� After clustering of intersections based on interflow de-
gree, spatial density clustering is performed for the areas
with more intersections in the clustering results. While
maintaining the connectivity between individual intersec-
tions, the spatial distribution characteristics of intersec-
tions are taken into account to ensure that the distance
between neighboring intersections is not too far. This
provides more representative and interpretable clustering
results.

� After the two clusters were completed, the road network
AV I of each area was analyzed in-depth, and representa-
tive values were calculated. In the process of calculating
the road network AV I , multiple path choices of users’
traveling are comprehensively considered to ensure that
the experimental results are more objective. In addition,
the road network AV I is based on topology and spatial
attributes, which do not depend on the link relationship
between nodes. After further analysis, the time complex-
ity of the proposed research method is O(n2), which is
significantly lower than the O(n5) time complexity of the
traditional exhaustive traversal method for Betweenness
Centrality. This effectively reduces the computational bur-
den of the system and avoids the problem that valuable
nodes with fewer links are ignored. Afterward, each area
is ranked by road network AV I , and the top 10 vulnerable
areas are selected to verify the accuracy and rationality of
the experimental results.

The structure of this paper includes the following parts:
Section II will review the related research works to establish
the theoretical foundation of this study. Section III explains
some definitions in the research methodology of this paper.
Section IV will elaborate on the research methods and steps
of this paper, which will be explained through specific cases.
Section V conducts empirical experiments using road network
data from Beijing, Tokyo, New York, and London, applying
the research methodology proposed in this paper to verify
the accuracy and efficiency of the methodology in practice.
Section VI will summarize the advantages and shortcomings
of the research method and propose possible future research
directions.
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II. RELATED WORK

Traffic congestion has always been an important issue in urban
traffic operations, attracting the attention of a large number
of scholars. Early studies were mainly based on traffic flow
theories and models, such as the BPR model [20] and the META-
NET [21] model, in order to analyze the formation causes and
influencing factors of traffic congestion. With the development
of traffic data collection technology, some researchers began to
use real-time traffic data and intelligent transportation systems
to achieve the prediction and regulation of traffic congestion. At
the same time, methods based on machine learning and artificial
intelligence have been applied to the study of traffic congestion,
providing new ideas and tools for traffic management.

In road networks, accurate identification of vulnerable areas
is crucial for traffic planning and management. Past research has
focused on the identification of critical nodes and some of the
more widely applied methods are the Betweenness Centrality
method [8], [9], [10], [11]. It measures how often a node is
located on the shortest path of the network, i.e., the extent to
which the node acts as a bridge in the flow of information
between other nodes. A measure of the mediational centrality
of nodes in a road network system [10] was proposed by T.
Agryzkov et al. This measure is expressed by calculating the
ratio of the number of shortest paths between OD pairs that
pass through a particular node. It compares this to the total
number of shortest paths between that OD pair. This method
provides an effective metric for analyzing the importance and
mediation of nodes in a road network. However, this method has
a relatively high computational complexity when dealing with
large-scale road networks, and a single strategy does not neces-
sarily correspond to the user’s path selection in real situations,
which can lead to a lack of reliability of the results to a certain
extent. The PageRank algorithm proposed by Larry Page [22]
and others, which measures the interdependence of all nodes,
uses iterative computation to determine the weight of a web
page, and distributes the initial distribution of weights is evenly
distributed to all nodes, and then the weights are continuously
updated through multiple iterations until convergence, which
is similar to the degree centrality method [6]. Jing et al. [19]
proposed a redundancy metric, also known as the connectivity
index, which is an improvement to the degree centrality method.
it is usually used to measure the maturity of the network, and
the higher the connectivity index is, the higher the network
redundancy is, and the higher the network toughness is. Both
the link analysis-based approach and degree centrality method
reflect the importance of nodes to a certain extent, but it is easy to
ignore the nodes that are very critical but have fewer neighboring
nodes. Therefore, this paper begins to explore the identification
of vulnerable areas based on network topology characteristics
to improve the accuracy and efficiency of identification. Ma
et al. [23] point out that resilience is the core characteristic of a
system that can quickly adapt, recover, and maintain its ability
to operate normally when faced with various pressures, shocks,
or uncertainties. Redundancy plays an important role in the
resilience of urban transportation systems, which manifests itself
in multiple levels of alternate resources and paths that enable

the system to better withstand traffic congestion, breakdowns,
or other external disturbances [19], [24], [25]. In this paper, we
make an innovative improvement on the concept of redundancy
by introducing the idea of interflow degree for cluster analysis
of road networks to identify the importance of intersections and
redundant structures in the network more precisely. Papers [26],
[27] point out that road network vulnerability is the degree to
which the stability and normal operational capacity of an urban
road network system is threatened or weakened in the face of
stresses such as external disturbances, emergencies, or traffic
congestion. Vulnerability usually reflects the resistance of the
road network to different types of disturbances and strains, as
well as the resilience and recovery capacity of the system in the
face of these stresses.

In this paper, a new method for vulnerable area identification
is proposed. By optimizing the clustering based on interflow de-
gree and spatial density, the efficiency of the system is improved
and the accurate identification of vulnerable areas in urban road
networks is successfully achieved. The method comprehensively
considers the topological relationships between nodes and does
not ignore any paths chosen by users, which greatly improves
the accuracy of the experimental results. In addition, through
clustering based on interflow degree and road network AV I
ranking, this experimental method avoids neglecting critical
nodes that are important but do not have many neighboring nodes
topologically, enabling it to better reflect the vulnerability and
resilience of the road network.

III. RELEVANT DEFINITION

A. Variable Definition

1) Definition 1 (Road Network): In general, the road network
area can be regarded as a directed graphG = (V,E), whereV =
{vi | 1 � i � |V |}, represents the set of intersection nodes.E =
{(vi, vj) | vi, vj � V } is the set of edges of the directed graph
representing the routes, where |V | is the size of nodes set V , vi
is the starting node and vj is the ending node of the route. In this
paper, the road network is abstracted as a graph structure where
intersections are considered as nodes of the graph and lanes are
represented as directed edges of the graph. In this graph model,
lanes are subdivided into unidirectional and bidirectional lanes
to reflect the structural characteristics of the road.

2) Definition 2 (Vulnerable Areas): The set containing sorted
vulnerable areas can be expressed as C = {Ck | 1 � k � |C|},
where Ck is the kth vulnerable area with decreasing area vul-
nerability, |C| is the size of area set C and each vulnerable area
Ck = {vk

t | 1 � t � |Ck|} is represented by the set of nodes in
it, where vk

t is the tth node in the kth vulnerable area and |Ck| is
the size of node set Ck. Each vulnerable area Ck can be denoted
as a connected subgraph G = (V,E), where G is a connected
subgraph consisting of the set of nodes V and the set of edges
E of the area Ck.

Relative to non-vulnerable areas, vulnerable areas exhibit
lower roadway network densities and simplified topologies with
relatively few alternative routes. As a result, vulnerable areas
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are more susceptible to congestion under normal traffic flow
conditions.

3) Definition 3 (Interflow Degree): Link analysis-based ap-
proach [13] mainly focuses on the link relationship between
nodes in abstract entities, has strong generalization ability, and
can be used to discover popular web pages or videos. However,
in road network analysis, due to the limited number of connected
edges at intersections and the spatial nature of the road network
dataset, the iterative nature of the link analysis-based approach
is limited, and thus it does not apply to road network analysis.

Inspired by the link analysis-based approach, we attempt to
introduce Interflow degree evaluation for each intersection in
the road network to consider the road network structure more
specifically. Redundancy evaluation methods [19] usually fail
to focus specifically on a single node, and the direct calculation
of area redundancy requires dividing the whole road network
into different areas, but the subgraph division involves complex
issues, which may lead to unreasonable division effects, and thus
does not apply to the identification of vulnerable areas.

In this paper, we propose a metric (Interflow degree) be-
tween the link analysis-based approach and redundancy method,
similar to the link analysis-based approach, which defines the
concept of initial value degree for each intersection, as shown
in (1), and can support the consideration of redundancy at the
same time, and this paper conducts experiments based on this.
This metric is more practical and feasible while considering the
topology of the road network.

Ivi =
Din + Dout

S
(1)

where Ivi is the interflow degree of intersection, Din is the in-
degree of intersection vi, Dout is the out-degree of intersection
vi, and S is the number of intersections. Since an initial value
of interflow degree is calculated for each intersection, S = 1.

4) Definition 4 (Area Vulnerability Indicators, Denoted as
AVI): Indicators of area vulnerability of one area can be mea-
sured by the measure of area density, as shown in (2), where a
smaller AVI of the area indicates a higher area vulnerability.

AV I =
|E|

|V |(|V | � 1)
, |V | > 1 (2)

where |V | is the number of nodes in the area, and |E| is the actual
number of roads within the area (the roads that exist in the area).
|V ||(V � 1)| is the maximum number of roads that may exist
in the area. This formula represents the ratio of the number of
roads that exist in the area to the maximum number of roads that
could exist (in the case of a complete map). This ratio allows an
assessment of the density of the road network in the area. A low
AV I indicates that the road network in the area is sparse and
may be more susceptible to problems such as traffic disruption.
conversely, a higher AV I indicates that the road network in the
area is dense and more robust. Therefore, in this paper,AV I can
be used as an important indicator for identifying and analyzing
vulnerable areas in a road network.

B. Problem Definition

1) Depth-First Traversal Clustering Process Based on In-
terflow Degree: Let the interflow degree threshold be �, after
calculating the interflow degree Ivi of each intersection, the
intersection nodes whose interflow degree does not differ by
more than � and are adjacent to each other are clustered into the
same cluster by depth-first traversal.

For each intersection vi, its interflow degree is Ivi . Define the
kth clustered area of the clustering results based on interflow
degree as Ck, which is initially empty.

For each intersection vi, do the function DFS(vi, Ck, T, �),
where T indicates the current node visited flag. Denote the
neighborhood of vi as Nvi . The set of nodes that make up each
clustered area can be expressed as (3).

Ck = {vi} � {vj � Nvi ||Ivj � Ivi | � �}

= {vk
t }(1 � t � |Ck|) (3)

where Ck is the kth area of C, vj is a neighboring node of vi.
2) Spatial Density Clustering Process Based on the DB-

SCAN Approach: After the clustering process based on interflow
degree, we select the clustered area Ck with the number of
nodes greater than � (the threshold for spatial density clus-
tering), and continue the spatial density clustering based on
DBSCAN (Density-Based Spatial Clustering of Applications
with Noise) [28] for the nodes with spatial coordinates in it. The
DBSCAN algorithm steps are as follows:

� Selection of eps neighborhood ranges: eps-neighborhood
denotes the set of nodes whose distance from vk

t to vk
s

does not exceed eps. Denote the number of nodes in the
eps-neighborhood of core node vk

t to be Nvk
t

.

Nvk
t

= {vk
s |dist(v

k
s , v

k
t ) � eps} (4)

� Core node determination: Define the function f to select
the core node. MinPts indicates the number of nodes
contained at least in the eps-neighborhood of a node.

f(vk
t )

=
�
True |Nvk

t
| �MinPtsFalse |Nvk

t
| <MinPts

(5)

� Density reachable: Define the function g to represent the
density reachable between node vk

t and node vk
s . If vk

s �
Nvk

t
, then node vk

s and node vk
t are density reachable.

g(vk
t , v

k
s ) = True, vk

s � Nvk
t

(6)

� Density connected: Define the function h to represent the
density connected between node vk

s and node vk
r . If vk

t is a
core node, vk

s and vk
t are density reachable, vk

t and vk
r are

density reachable, then vk
s and vk

r are density connected.

h(vk
s , v

k
r ) = True, g(vk

s , v
k
t ) & g(vk

t , v
k
r ) (7)

Through density-aware spatial clustering based on
DBSCAN , Ck can be divided into Ck1, Ck2, . . ., Ckl, where
l is the number of divided areas and each cluster area is a
collection of densely connected data nodes. Finally, delete Ck
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Fig. 2. Road network architecture of the example.

from C and add Ck1, Ck2, . . ., Ckl to C(the set of clustered
areas obtained based on interflow degree).

IV. METHODOLOGY

A. Road Network Representation

In this section, we simulate a road network by randomly
setting the spatial locations of 26 nodes and their topological
relationships as shown in Fig. 2. As an example, the research
process of this paper’s methodology for vulnerable area identi-
fication is elaborated. This road network contains 26 nodes, and
in the data preprocessing step, this paper removes the roads that
point to themselves (self-loops), thus leaving 47 non-self-loop
edges. The roads in this road network are represented as directed
edges in the graph of the data structure to reflect the direction of
travel of the roads. By fine-tuning the data and constructing the
graph structure, an effective identification study of vulnerable
areas is carried out for this road network.

B. Data Pruning Process

This section removes the edges pointing to themselves from
the road network. This step is motivated by the consideration of
the experimental results, as edges pointing to themselves may
have an impact on the results that are not relevant to the concerns
of this paper.

In addition, to better analyze the experiments, nodes in dis-
connected areas were removed from the dataset and only the
largest connected road networks were retained. Such treatment
can make the experiment more valid and reliable since this paper
focuses on the analysis of connected road networks and does not
deal with the effect of disconnected areas.

The nodes and edges removed in this section are shown in
Fig. 3.

C. Clustering Method Based on Interflow Degree

1) Explanation of the Research Methodology: First, we per-
form preliminary clustering by calculating the interflow degree
of intersection nodes (the connectivity of intersection nodes).
This step yields several clustered clusters, each containing
intersections with similar interflow degrees. The intersection
interflow degree is calculated as shown in (1).

Fig. 3. Eliminate nodes and self-loop edges in disjoint subgraphs.

In this study, we first analyze the interflow degree of each
intersection by clustering, which means that each intersection
forms a cluster alone (S = 1). The interflow degree threshold
is represented by �. After calculating the interflow degree of
each intersection, this paper adopts the depth-first traversal
method to cluster the intersection nodes with interflow degree
difference of � and adjacent to each other into the same cluster,
to ensure the connectivity of the clustering resultant area. This
can ensure the formation of connected clusters that aggregate
intersection nodes with more similar interflow degrees to analyze
the characteristics and structure of the road network more ef-
fectively. Through this connectivity-based clustering approach,
the correlations between intersections can be explored in depth,
providing a basis for subsequent identification of vulnerable
areas. The pseudo-code implementation of the algorithm is
shown in Algorithms 1 and 2.

The clustering algorithm based on interflow degree also has
some shortcomings. It mainly focuses on the redundancy of
nodes and may ignore the effects of dynamic traffic data, time,
and external factors on road vulnerability. To overcome these
shortcomings, in the future, we will work on integrating other
factors such as pedestrian flow, traffic congestion data, and time
to enhance the comprehensiveness of the algorithm to provide a
more comprehensive assessment of roadway vulnerability and
to further improve the usefulness and reliability of the model.

2) Algorithm Time Complexity Analysis: The algorithm
based on interflow degree clustering traverses the nodes in a
road network that differ from each other in interflow degree less
than or equal to a particular value in the same cluster. Depth-first
search is used to obtain the clusters and a set T is used to track
the visited status of the nodes. Initialize the set T of node access
flags all to false, so the time complexity can be regarded as
O(n), where n is the number of nodes in the road network. In
the worst case, each node may trigger a recursive call to theDFS
function, and for each node, the predecessors and successors set
need to be traversed in the DFS function, and since each node
can be interconnected to other nodes, the size of the neighbors
set maybe 2(n� 1) in the worst case. Conditional checking and
some constant time operations are performed next. Therefore,
the time complexity of the entire DFS function can be viewed
as O(n). Throughout the algorithm, the DFS function may be
called n times in the worst scenario, so the total time complexity
of the algorithm is O(n2).
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Algorithm 1: Clustering Based on Interflow Degree.
Input V : Node set in road network;

�: Interflow degree threshold.
Output C: Clustering area result set based on interflow
degree.

1: T � {vi: False for vi in V } // Initialize T
the set of node visited flag all to
false

2: C � �;
3: for vi in V do
4: if Tvi==true then// Tvi stands for the

visited flag of vi
5: continue;
6: else
7: Ck � �;
8: Ck � Ck � {vi};
9: Ck = DFS(vi, Ck, T, �);

10: C � C � {Ck};
11: end
12: end
13: return C;

Algorithm 2: DFS: Depth-First Traversal Based on Inter-
flow Degree.

Input: vi: The ithnode;
Ck: The kth area in the area set;
T : Node visited flag set;
�: Interflow degree threshold.

Output: Ck: The kth area in the area set containing
neighboring nodes.

1: Tvi � True;
2: predecessors � getPredecessors(vi);
3: successors � getSuccessors(vi);
4: neighbors � predecessors � successors;
5: for vj in neighbors do
6: if Tvj ==false and |Ivj - Ivi | <�then// Ivi

stands for the interflow degree of vi
7: Ck � Ck � {vj};
8: Ck � DFS(vj , Ck, T, �);
9: end

10: end
11: return Ck

3) Example Description of Methodology: In this section, we
first obtained the processed road network data based on data
pruning, and the interflow degree was calculated for each node
using (1). Subsequently, areas with similar interflow degree and
connectivity were obtained using depth-first traversal, as shown
in Fig. 4. In Fig. 4, it can be observed that nodes with similar
interflow degrees and connections are effectively clustered to-
gether. However, areas formed by isolated leaf nodes whose
interflow degree could not be aggregated with neighboring
nodes are excluded, as these areas lack research significance
in this paper. By doing so, it is possible to focus more on those

Fig. 4. Intersection clustering results based on interflow degree(� = 1).

areas that are associated with interflow degree clustering, thus
better achieving the purpose of the study. After removing the
areas that have no research value, it can be observed that through
the clustering process based on interflow degree, we get four
clustered areas, which are labeled with different colors, and the
red areas are the ones that are removed. In the figure, it is also
easy to observe that the number of nodes covered by area C4

is high, and the gap between the number of nodes in the area
and the other areas is obvious. Such a result is not satisfactory
and accurate enough for the precise identification of vulnerable
areas. Therefore, it is necessary to introduce the spatial density
clustering method in the next step to further optimize and refine
the clustering results.

D. Clustering Method Based on Spatial Density

1) Explanation of the Research Methodology: Since the re-
sults of clustering based on interflow degree may appear to
contain a large number of intersection nodes in some areas, such
results do not fully illustrate the problem studied in this paper. To
identify more representative and interpretable clusters of inter-
section clustering, this study uses the spatial density clustering
method based on DBSCAN to perform further spatial density
clustering of intersections from the clustering results based on
interflow degree.

The clusters with intersections greater than � from the results
of clustering based on interflow degree in the previous step are
input as data nodes into the spatial density clustering method
based on DBSCAN . DBSCAN is a density-based clustering
algorithm, whose core idea is to classify data nodes with suf-
ficient density into a cluster and to treat low-density areas as
noise. In DBSCAN , there are two key parameters to be tuned:

� eps: eps is used to define the neighborhood range of a
node. For a node p, its eps neighborhood contains all nodes
whose distance from node p is less than or equal to eps.
eps determines how sensitive DBSCAN is to density. A
smaller value of eps implies a tighter clustering, while a
larger value of eps requires a looser density.

� MinPts: MinPts indicates the number of nodes contained
at least in the eps neighborhood of a node. It is used to
define a core node, i.e., a node with a sufficient number
of neighbors. MinPts determines the minimum density
requirement of DBSCAN for clusters. Smaller values of
MinPts may result in noisy nodes, while larger values of
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Algorithm 3: Clustering Based on Spatial Density.
Input C: Area set after clustering based on interflow
degree;
�: Threshold for spatial density clustering;
eps: The neighborhood range of a node;
MinPts: The number of nodes contained at least in
the eps neighborhood of a node.

Output C: Area set after clustering based on spatial
density.

1: A � � // Initialize A the area set
needing to be re-clustered

2: for Ck in C do
3: if |Ck| > � then
4: A � A � {Ck};
5: end
6: end
7: for Ck in A do
8: Remove Ck from C;
9: C � DSC(C, Ck, eps,MinPts);

10: end
11: return C

MinPts may make smaller clusters to be considered as
noise.

By adjusting the two parameters(eps, MinPts), we can
control the sensitivity of the DBSCAN algorithm to the spa-
tial density of intersections. Smaller eps and larger MinPts
produce smaller clusters, while larger eps and smaller MinPts
produce larger clusters.

Ultimately, by using the DBSCAN clustering method and
adjusting the clustering threshold, we clustered the intersections
in the clustering based on interflow degree results again. In
this way, we can delineate the spatial density characteristics
of intersections more finely and identify more representative
and interpretable clusters of intersection clustering. The pseudo-
code of the algorithm is shown in Algorithm 3 and Algorithm 4.

The clustering method based on spatial density also has some
shortcomings. While it excels in identifying dense areas of
spatial data, its limitations include sensitivity to parameter se-
lection, limited ability to deal with clusters of different densities,
difficulty in dealing with complex topologies, and computational
efficiency issues in large-scale and high-dimensional datasets.
Parameter selection has a significant impact on clustering results,
and different parameter values may lead to completely different
clustering results. Inappropriate parameter choices may lead to
overfitting or underfitting, producing too many small clusters
or mistaking clusters of different densities for noise. We aim to
overcome these limitations by combining interflow degree and
spatial density clustering. A single clustering based on interflow
degree is performed first to reduce the impact of parameter
selection and thus improve the identification of vulnerable areas
in complex road network structures.

2) Algorithm Time Complexity Analysis: The algorithm first
loop traverses the area set C obtained by clustering based on
interflow degree to filter out the areas whose number of nodes

Algorithm 4: DSC: Density-Aware Spatial Clustering.
Input: C: Area set;
Ck: The kth area that needs to be re-clustered in the area
set;
eps: The neighborhood range of a node;
MinPts: The number of nodes contained at least in the
eps neighborhood of a node.
Output: C: Area set merged with the re-clustered areas.

1: coordinates � �;
2: for vk

t in Ck do
3: coordinates � coordinates � {getPosition(vk

t )};
4: end
5: labels � DBSCAN(eps,MinPts, coordinates);
6: for vk

t in Ck do
7: Lvk

t
� labelsi // Lvk

t
stands for the

classification label of the tth node
of the kth area

8: end
9: R � � // Initialize a hash set R of

area labels and area node sets
10: for vk

t in Ck do
11: l � Lvk

t
;

12: if l /� R then
13: Rl � �// Rl stands for the area

nodes set whose classification
label is l

14: Rl � Rl � {vk
t };

15: end
16: else if l � R then
17: Rl � Rl � {vk

t };
18: end
19: end
20: S � getV alues(R) // S stands for the set

of areas divided by Ck after
re-clustered

21: C � C � S;
22: return C

greater than �(Threshold for spatial density clustering) and puts
them into set A, the time complexity is O(|C|), where |C| is
the size of the area set C obtained in the previous step. Next,
traverses A and for each area Ck, re-perform clustering based
on spatial density, the external loop time complexity is O(|A|),
|A| is the size of the set A. After that, the subarea Ck in the set
C should be deleted first, with the time complexity O(|C|), and
after that, theDSC function is invoked, and the time complexity
is mainly determined by the execution time of the DBSCAN
algorithm, which is usually in the range of O(|Ck|) to O(|Ck|2)
in this paper. The time complexity of the DBSCAN algorithm
is influenced by several factors, such as dataset size (n), data
dimensionality (d), distance calculation method, index structure,
and parameter selection. Clearly, the larger the number of data
nodes (n), the greater the computational load of the algorithm.
Higher data dimensionality (d) increases the time required to
compute distances between nodes, thus affecting overall time
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Fig. 5. Spatial density based intersection clustering results.

complexity. Different distance calculation methods (e.g., Eu-
clidean distance, Manhattan distance) can impact computation
speed, especially in high-dimensional data. DBSCAN typi-
cally uses spatial index structures, such as k-d trees or R-trees,
whose construction and query efficiency directly affect the time
complexity of DBSCAN . Using efficient index structures can
make neighborhood query time complexity approach O(log n),
thereby bringing overall complexity close to O(n log n).

Specifically, the two main parameters of DBSCAN , eps
(neighborhood radius), and MinPts (minimum number of
nodes in a neighborhood), also affect the algorithm’s perfor-
mance. Smaller eps values lead to more query operations,
while larger MinPts values increase the complexity of each
query. In the ideal case, if data nodes are evenly distributed
and neighborhood queries can be quickly completed using effi-
cient index structures (such as k-d trees or R-trees), the time
complexity of DBSCAN can approach O(n) because each
node’s neighborhood query and clustering operation can be
completed in constant time. However, if a simple linear scan is
used to find each node’s neighbors, the time complexity isO(n2).
Therefore, the time complexity of DBSCAN varies between
O(n) and O(n2) depending on the specific circumstances of the
factors mentioned above. In this paper, Ck represents n, so the
time complexity of density-based clustering using DBSCAN
typically varies between O(|Ck|) and O(|Ck|2).

|Ck| is the number of nodes in the Ck, in practice, there may
be a case of DSC clustering of the entire road network, so
O(|Ck|2) can be regarded as O(n2), n is the number of nodes
in the road network, so that the time complexity of this phase
is O(|C| + |A|(|C| + n2)) in the worst case. Since both |C| and
|A| are much smaller than n, the worst-case time complexity of
the whole algorithm is O(n2).

3) Example Description of Methodology: Based on the clus-
tering results obtained based on interflow degree, this section
continues with a density-based clustering approach. To ensure
that the clustering results are more reasonable and precise,
the areas with more than � nodes in the area are continued
to be subjected to density-aware spatial clustering based on
DBSCAN , focusing on the number of nodes in the clustering
results to avoid the situation where certain areas cover most of
the nodes. In this example the spatial clustering threshold � is
5. The area C4 with more than 5 nodes is further processed
and the final clustering results are shown in Fig. 5, again using
different colors to represent different clusters. It can be observed

from the figure that after spatial clustering we get 5 clustered
areas and the number of nodes in each area does not differ
too much, which indicates that through the DBSCAN based
density-aware spatial clustering method, we have successfully
achieved a balanced distribution of nodes.

Through this optimization measure, the clustering areas are
more evenly divided, and more reasonable and stable clustering
results are obtained. In traditional methods for identifying vul-
nerable areas, common strategies include the random selection
of OD pairs and exhaustive path planning. However, these meth-
ods have significant limitations in practice. Firstly, the primary
issue with the random selection of OD pairs is the instability and
inconsistency of the results. Since the OD pairs are randomly
selected each time, the clustering results of nodes can vary
greatly between runs, making it difficult to ensure consistent and
reliable outcomes. Secondly, while the exhaustive path planning
method theoretically covers all possible OD pairs and thus
provides comprehensive analysis results, its time complexity is
extremely high. For large urban traffic networks, this method
requires handling a substantial number of path-planning com-
putations, leading to excessive consumption of computational
resources and inefficiency, which is impractical for real-world
applications. In contrast, our approach systematically analyzes
all nodes, avoiding randomness, and employs an effective clus-
tering algorithm to reduce the computational time complexity.
This significantly enhances the stability and reasonableness of
the clustering results.

E. Identification of Vulnerable Areas of the Road Network

1) Explanation of the Research Methodology: Considering
the Beijing road network as a directed graph, the AV I of
the graph is a measure of the connectivity of the network by
calculating the ratio between the number of actual edges and the
number of possible edges in the graph. For a directed graph, the
number of possible edges is |V ||V � 1|. Therefore, the AV I of
the graph can be expressed by (2).

Each cluster in the result of the first two steps of clustering
is regarded as an area, and the AV I of each area is calculated
according to (2), the smaller the AV I , the more vulnerable the
area is and the more prone to congestion. Based on the AV I of
each area a ranking is made.

2) Algorithmic Implementation: The pseudo-code imple-
mentation of the algorithm is shown in Algorithm 5.

3) Algorithm Time Complexity Analysis: The algorithm pro-
cess is to calculate theAV I of each area, and then sort these areas
in descending order according to the AV I . The first external
loop traverses each area in C to find the number of nodes and
edges in each area, the process can be regarded as traversing
the nodes and edges in the whole road network. So the time
complexity can be regarded as O(|E| + |V |), |E| is the number
of edges in the road network and |V | is the number of nodes in
the road network. The computation of AV I includes a division
operation and some constant time operations, the computational
complexity can be regarded as a constant level here, which is
ignored. Finally, the area set C is sorted by AV I , the time
complexity is usually O(|C| log |C|). where |C| is the size of
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Algorithm 5: Area vulnerability indicator ranking.
Input C: Clustering area result set.

1: for Ck in C
2: |E| � getEdgeNum(Ck);
3: |V | � getNodeNum(Ck);
4: if |V |==1then
5: AV ICk � 0//AV ICk stands for the AV I

of Ck
6: else
7: AV ICk � |E|/(|V | � (|V | � 1));
8: end
9: end

10: C.sortByAV I();

TABLE I
VULNERABILITY RANKING OF THE AREAS

area set C. Overall, the time complexity of the algorithm part
mainly depends on finding nodes and edges as well as the
sorting operation, and the time complexity of other operations is
relatively small. So the overall time complexity can be regarded
as O(max(|E| + |V |, |C| log |C|)).

4) Example Description of Methodology: In urban road net-
works, AV I is a key metric that represents the AV I of roads
within a given area and can be used to measure the degree of
vulnerability of an area. Specifically, using the definition ofAV I
in this paper (as shown in (2)), the value of the vulnerability
indicator for each area is calculated to measure its likely level of
congestion. A smaller AV I means that the roadway network is
less connected and, accordingly, the area is less robust and more
prone to traffic congestion. The AV I has a significant impact
on traffic mobility, and areas with lower AV I may be at risk of
traffic congestion and instability because vehicles in these areas
usually lack diverse path options and tend to concentrate on
limited roads, which can lead to traffic congestion. In this exam-
ple, we ranked the five areas obtained from the above clustering
methods by AV I , and Table I demonstrates the vulnerability
ranking of the five areas, which shows that area C5 is the most
vulnerable and prone to traffic conges tion, and area C2 is the
least prone to traffic congestion.

F. Analysis

In this paper, the worst-case time complexity derived from
the clustering method based on interflow degree is O(n2). The
worst-case time complexity derived from the spatial density
clustering algorithm is O(n2). The worst-case time complex-
ity derived from the road network AV I computational rank-
ing algorithm is O(max(|E| + |V |, |C| log |C|)). |V | and n
is the number of intersection nodes in the road network, |E|
is the number of edges in the road network, and |C| is the

number of clustered areas result. |C| is much smaller than
n in the actual situation. Therefore, O(|C| log |C|) < O(n2),
and O(|E| + |V |) is usually less than O(n2). the worst time
complexity of the research method proposed in this paper is
O(max(n2, |E| + |V |, |C| log |C|)) = O(n2). In contrast, tra-
ditional algorithms for generating OD pairs to compute the
shortest path for identifying important nodes have a different
complexity. If there are n nodes in the road network, If there are
n nodes in the road network, generating all OD pairs requires
O(n2). To calculate the betweenness centrality for each node
i, it is necessary to traverse all node pairs j and k, which is a
two-layer loop with time complexity ofO(n � n2) = O(n3). For
each pair of nodes j and k, the shortest path algorithm (Dijkstra’s
algorithm, Floyd’s algorithm, etc.) needs to be executed with
time complexity of O(|E| + |V | � log |V |)). |E| is the number
of edges and |V | is the number of nodes, where it can be
usually seen as O(n2). Thus, the time complexity required to
compute the mediational centrality degree [10] of nodes reaches
O(n3) �O(n2) = O(n5) for road networks of huge size, which
is far beyond the computational time O(n2) consumed by the
research method proposed in this paper. The proposed method
in this paper uses interflow degree and spatial density clustering,
eliminating the need to calculate every node pair. Instead, it com-
putes the AVI for clustered areas, resulting in a time complexity
of O(n2). In contrast, the traditional Betweenness Centrality
method requires calculating the shortest path for every node
pair, leading to a significantly higher time complexity of O(n5).

V. EXPERIMENTAL EVALUATION

A. Settings

1) Data: In this paper, the experimental dataset is sourced
from OpenStreetMap (OSM), an open-source project aimed at
creating a free and editable map database through global user
collaboration. We selected the complete road network data of
four cities (Beijing, Tokyo, New York, and London) as our
research dataset. Specifically, the OSM file provides compre-
hensive geospatial information, including intersection node data
(nodes containing latitude and longitude coordinates) and road
information (such as road names, lengths, number of lanes,
and other attributes). We utilized the OSM API to extract the
geographic data of the cities. Through this API, we were able to
obtain intersection node information and path information for
the cities. To ensure the accuracy and completeness of the data,
we followed these steps:

� Data Download and Preprocessing: Using the OSM API,
we extracted detailed road network data for each specific
city. We downloaded the most recent OSM data as of
October 2023 to ensure that the study used the latest city
road layouts.

� Format conversion and data cleaning: we used a Python
script to convert the raw OSM data into two CSV files
containing node information and road information for
subsequent analysis. In the road CSV file, we excluded
self-loop edges. With the help of the NetworkX library in
Python, we analyzed the node and road information in the
CSV files and converted them into the graph structure G in
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the code. Next, we used another Python script to remove
nodes and edges in the disjointed areas as well as leaf nodes
and their associated edges that were not meaningful for this
study.

� Data Verification and Calibration: We compared the OSM
data with official city road network data to ensure its accu-
racy and comprehensiveness. This comparison allowed us
to verify data consistency and perform necessary calibra-
tions.

� Data Visualization and Analysis: During the data analysis,
we primarily used the shapefile format for visualization.
The shapefile format offers good compatibility and ease
of use, enabling us to conveniently load and analyze road
network data in ArcGIS software.

2) Evaluation Methodology: In this study, global positioning
system (GPS) data for June 1, 2013, and June 3, 2013, were used
to validate the Beijing road network in vulnerable areas under
workday and weekend scenarios, respectively. The number of
vehicles and their speeds were meticulously counted and ana-
lyzed within a specific area.

To verify the appropriateness of using GPS data from June
2013, we conducted a thorough examination of the road net-
work data for the central area of Beijing as provided by Open-
StreetMap. By reviewing OpenStreetMap’s update records and
data validity periods, we confirmed that the primary road layout
in central Beijing has not undergone significant changes from
June 2013 to October 2023. Additionally, we compared the
converted CSV data with historical GPS data, verifying the
consistency of road nodes and paths, thereby ensuring a high
degree of alignment between the GPS data and the current road
network data.

3) Case Study Introduction: In this study, we not only iden-
tified the vulnerable areas of the Beijing road network but also
selected the road networks of three international metropolises,
London, New York, and Tokyo, as the study objects, to show the
identification of vulnerable areas in detail. With the multi-city
dataset, we can demonstrate the commonalities and differences
of vulnerable areas in different urban contexts, thus providing a
more comprehensive and generalizable research perspective.

4) Machine Configuration and Software Environment: This
experiment was carried out under the Windows 10 operating
system, using PyCharm integrated development environment
and Python programming language to process the road network
data. Under the ArcMap 10.8 environment, the identification of
vulnerable areas was visualized.

B. Effectiveness

1) Beijing Vulnerable Area Identification: In this section,
this paper selects the road network data of the whole Beijing
city on OpenStreetMap as the dataset.

In the tables within Figs. 6 and 7, the AV I for each area
is derived from (2), and the vulnerable areas are ranked in
ascending order of AV I . A smaller AV I indicates lower road
network density and higher vulnerability, while a larger AV I
signifies higher road network density and greater robustness.
Thus, the area with the smallest AV I is the most vulnerable,

Fig. 6. Top-10 vulnerable areas in Beijing(�=1).

Fig. 7. Top-10 vulnerable areas in Beijing(�=2).

whereas the area with the largest AV I has the highest redun-
dancy and is the most robust. In the following, the vulnerable
area identification of the Beijing city dataset is carried out using
the method proposed in this paper:

� Adjust the interflow degree parameter to 1. When per-
forming the clustering method based on interflow degree,
the intersections with a difference of 1in interflow degree
are clustered together. Then the areas with more than
�(Threshold for spatial density clustering) intersections in
the clustering result are clustered again based on the spatial
density. The distribution of the top 10 vulnerable areas is
analyzed based on the AV I of the road network, and the
obtained distribution result is shown in Fig. 6 below.

� Adjusting the interflow degree parameter to 2, we get the
result of the distribution of the top 10 vulnerable areas as
shown in Fig. 7 below.

By observing Figs. 6 and 7, we draw the following conclu-
sions:
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